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1 ExfESCRE

1.1 GrafanaXJ#&

oYL AR S5 X FF XS4 Grafana, MRBHEEEARMEY Grafana RADEF TN ARFZ O EEZLEIE, TTUARI AT
T AR S5 1R B0 & A R It BN S B 89,

CIE = S o

. AMEZMIELE Grafana;

o HZNHER Basic Auth INIE, BEZEHERAZIIFAZREMNZEOINERRZHNKSFZE, BF
ERTEROPERNIKS user@example.org F1ZE password ;

o IHBZYLEET Kubernetes B ingress LM, BRI EHEE RS HITIA T S IRENAERE o] M AR 5%
ENEE, BUESSRTERRAPERENESZ ecms.web.default.easystack.io ,

kubectl get ingress -n openstack ecms-web -

ojsonpath="'{.spec.rules[0].host}'

& A\ Grafana

{8 Grafana 89 admin kS 213 & R AM Grafana,

© =% Grafana fRA& A 11.0.0,
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https://grafana.com/docs/grafana/v11.0/
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=~

Welcome to Grafana

[ Documentation | ® support | & C

winPrometheusH IR

FNI— Prometheus #IETRIBES R

o BHEMI DA “Connections” T “Data Sources”;
o B “Add Data Source”;
o %&#% “Prometheus” fEAEE;

o REIEHH Prometheus server URL FIIAIEF = (%1% Basic authentication);

BINE A Grafana BR$5 o] LAIE E #7184 ecms.web.default.easystack.io,

o H & “Save & Test” L MR FH R EEHEIER.
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https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/BestPractice/images/GrafanaLogin.png
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9

Home > Connections > Data sources > prometheus

@ Home O Connection

Prometheus server URL* ©  http://ecms.web.default.easystack.io

Authentication

Data sources Authentication methods

100se an authentication method to access
dministration

Basic authentication

User *

Password *

Add self-signed certificate
TLS Client Authentication ©
Skip TLS certificate validation

Advanced HTTP settings

tlZPrometheus#iEE &

Bl — Prometheus #UEE XL B

o BHEM=dH) “Dashboards”;

« B “Create Dashboard”;

« B “Add visualization”;

o EEENFEREER Prometheus #ETR;

o ZIEETLUBEES PromQL RBIXAXEL AR EREIZEER,
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https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/BestPractice/images/GrafanaDataSource.png
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Home > Dashboards > New dashboard > Edit panel

in]
arred

Dashboards Panel Title

I
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Administ
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8 Query 1
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Query options  MD
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Options
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i| save [Apply
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All
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i Title

Panel Title

W,y
Al

ol

Description
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> Panel links
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https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/BestPractice/images/GrafanaDashboard.png
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1.2 ISR ERN 2

BEBEHUUEPHAFPREADNEEMEY EENBRMEREHTARE, EROETE— 1 EEHBEE—
PNRATRIRERILA P REEEARNERD, IMMNRSETF /federate EMORBEESEEFEID,

Prometheus SEEELFS

XJF Prometheus Server dUMLWERETM S, TJLARIREE Exporter S —HMEMEEEA Prometheus SLIFREX
EAREE.

Prometheus Server (E£=7)

1B Prometheus A scrape_configs ECE 1%

O ERFECERBIIN T

scrape_configs:
- job_name: 'federate'
scrape_interval: 15s

honor_labels: true

metrics_path: '/federate'

basic_auth:
username: 'your_username'
password: 'your_password'
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https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/BestPractice/images/PrometheusFederate.png
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params:
"'match[]"':
- '"{job="prometheus"}"
- '"{__name__=~"job:.*"}'

static_configs:
- targets:
- 'ecms.web.test-1.easystack.io'
- 'ecms.web.test-2.easystack.1io'
- 'ecms.web.test-3.easystack.io'

MRBANEBMBEI K, MBS0 /E, EHTERIRBEE, ZRRERTE, UBLEENE
REZMSBUEOEN, MuREDRKIKIERDE, params REIWNT:

params:
'match[]"':
"{job="kubelet",node=~"node-1[0-9]*"}"

"{job="kubelet", node=~"node-2[0-9]*"}"
"{job="kubelet",node=~"node-3[0-9]*"}'

kubernetes EKIN{E A ClusterFirst B9 dnspolicy, N#&BIEERETTIAM T ecms.web.test-1.easystack.io &
9%, FE& prometheus BEIERINSE hostAliases, PAZFFZHBI Pod Bl AL R B & B & X A1
% o

Thanos SEEELH

F Thanos TS, IFBIRSEKMEISRE Thanos Query [REHEFS# P B EH B EREH Thanos it
RS IE,
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https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#hostname-and-name-resolution
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Thanos Server (£=7)

1Id Thanos Query 512 --endpoint BL & X11%

L EEEE Thanos Query B S HEERAIIIT :

args:
- query

--endpoint=ecms.grpc.test-1.easystack.io:443
--endpoint=ecms.grpc.test-2.easystack.io:443
--endpoint=ecms.grpc.test-3.easystack.i10:443
--query.replica-label=prometheus_replica
--query.replica-label=thanos_ruler_replica
--log.level=info

--grpc-client-tls-secure
--grpc-client-tls-skip-verify
--grpc-client-tls-cert=/certs/tls.crt
--grpc-client-tls-key=/certs/tls.key
--grpc-client-tls-ca=/certs/ca.crt

kubernetes ERIN{EF ClusterFirst B9 dnspolicy, N#&BEERETT AT ecms.grpc.test-1.easystack.io &
B, HEF thanos query SENBTRINSEL hostAliases, LAX#EFZH] Pod TILAGRIESHEHFEX
NPz
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https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#hostname-and-name-resolution
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1.3 EEHR R

OUNRSXHE=DSERANETESEHEHR, BrRRUEEERAPIFIwebhookE BY EET 7 ARt
A, FASEERAPITIREERRAFEENINMAEEER, FEHAwebhookEREETH, o] HEEIH
Alertmanager K ZXBIRIGER . EATEREAK, HEEREEERAP, EATERERLK, EEFEH
webhookZ B £ E4T

SEEHBEAPI

HEHBAPITIEE S % HERHERRHNAEXHNARHERLEE, S8FERRE. K&, &3, #E. 2%
MAH. EME]. PENANESER, ANZHSE (BFZRESIZ/ZFR/AFAH) RS (FE4/
ERK/EIKE) . &3 (FE/ES/IER) MNESRENRIE. ERTERAPIZE-SEHR,

ZHAXERTFHERNERMNEME,

Webhook 8 &£E&1iT R

fREE e webhookE BB EEITH ( - -5 T i7- 6 #2 1T iF]-Webhook28 # ) |, HXEXFFE
SENE (HPEE-SEEE-SEITH-XKNE) , BERFIMEBESATANENETEER, EFX
EFERBENAENEZEIERYE,

BL B /aAlertmanagera HIiIEHIX 24 FPHE EwebhookXkin, BEREE M EkE KRSWEEREK
X, EEREATAZIKEEHN, EEZRENESEEE—X, IEFTEFETLENBEAK.,

ZHAXERTFHERNBHMMNELR,

webhookiE R #EEK

Alertmanager§ A JSON#E = [a g & fIwebhook & i & XHTTP POSTIEK,

2R £ 1R
receiver string E NGB RIXE I EIE B R

MREDLBF—NEEIEESring, WENX Afiring, &

status string
N Aresolved
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https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/API/Alerts.html
https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/UserGuide/AlertingManagement/AlertingSubscriptions.html#Webhook%E7%B1%BB%E5%9E%8B
https://www.easystack.cn/doc/CloudObservabilityService/6.2.2/zh-cn/UserGuide/AlertingManagement/AlertingSubscriptions.html#%E5%85%B3%E8%81%94%E5%88%86%E7%BB%84
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groupLabels
commonLabels
commonAnnotations
externalURL

alerts
alerts[$i].status
alerts[$i].fingerprint

alerts[$i].startsAt

alerts[$i].endsAt

alerts[$i].labels

alerts[$i].labels.alertnam

e
alerts[$i].labels.severity
alerts[$i].labels.category
alerts[$i].labels.group_id
alerts[$i].labels.rule_id

alerts[$i].labels.ecms_clu

ster_id
alerts[$i].labels.company
alerts[$i].labels.project

alerts[$i].labels.public_vi

p

alerts[$i].annotations

xy
dict
dict
dict
string
list
string
string

string

string

dict

string

string
string
string

string

string

string

string

string

dict

(117
EENDAEKE

SEEANRE

MR
SWHRIE (EERSE)

HERS

T

==
=

I3

FRIR
FHia 6 iE

ZEREFE (HEZERresolvedBFBERENX, firingdH{&
79 '0001-01-01T00:00:00Z')

EERE

HERR-PX

HEFL-EPER

SEFS-MBEWR

HETA-IMERIE i
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B b3 1197
alerts[$i].annotations.aler ] N -

t string HEZW-EX
name_en
alerts[$i].annotations.des ) .

o string HEMIR-h X
cription
alerts[$i].annotations.des ) o

o string HEMR-EX
cription_en
alerts[$i].annotations.su )

string HEFRB-PX

mmary
alerts[$i].annotations.su _ .
mary en string FEFB-EX

y_
alerts[$i].annotations.solu ) T
ion string BB R X
i
alerts[$i].annotations.solu ) o e
don en string FRIR T -
alerts[$i].annotations.exp ] N .

string BEHEEBRER
r
alerts[$i].annotations.leg )

string R E A
end_format
alerts[$i].annotations.thre ] N
_— string WERHIERE
sholds
alerts[$i].annotations.unit string W EEIR B AL

ffEFwebhook RIS S NS, %L ENAFE alerts RBAT, HACEABRRBIRE, %
0 EESiEs

o

A
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https://prometheus.io/docs/alerting/0.25/notifications/#data-structures
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"openstack/70869e71fdcd4860alf5275adf73fbl12/webhook-test",
"firing",

[

"firing",
{
"Etcd#E RS IFLNEEK",
"platform",
"EasyStack",
"OpfyBj54wvGtKqgVve",
"metrics",
"d6e557c8abe593ee4226930dad94403d",
"10.10.1.4",
"10.10.1.4:2379",
"etcd",
"kube-system",
"node-1",
"Nanjing_4_10",

"100.100.4.10",
"5441717e39309f2a5de057e€97d408233",
"openstack",

"eks-managed.rules",
"etcd",
"warning"

"Etcd disk fsync duration is too long",
"$ = node-1:10.10.1.4 EtcdBBWALE S #HL6tEE
K, BHEIOMEAR, FLionwEE, ",

"node-1:10.10.1.4 - Etcd disk WAL fsync
duration is too long and disk IO performance is insufficient, and this
situation continues for 10 minutes.",

"histogram_quantile(0.99,
rate(ecms_etcd _disk wal fsync_duration_seconds_bucket[5m])) * 1000",
"\u@03cnode_name\uB03e fsync duration",
"BRAGHNRGRSRMES, #iTREHFE, ",

"Please contact your software service

provider for problem checking.",
"4 node-1:10.10.1.4 Etcd@BWALESFENENK, #

BIOMREARE, HET99%HIISLLETIE N478ms, ",
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"node-1:10.10.1.4 - Etcd disk WAL fsync
duration is too long and disk IO performance is insufficient. The current
99th percentile fsync durations are 478ms.",
"'250,yellow, dashed, Too Long",
"ps"

"2024-03-12T03:29:20.81282195972",
"0001-01-01T00:00:00Z",
"http://ecms.web.ntih117j.easystack.io/graph?
g0.expr=histogram_quantile%280.99%2C+rate%28ecms_etcd_disk_wal_fsync_duratio
n_seconds_bucket%5B5m%5D%29%29+%2A+1000+%3E+250\u002690.tab=1",
"629ab783ab3a361e"

3
{
"resolved",
{
"EtcdBER LS FEMNBIK",
"platform",
"EasyStack",
"OpfyBj54wvGtKgve",
"metrics",
"d6e557c8abe593ee4226930dad94403d",
"10.10.1.5",
"10.10.1.5:2379",
"etcd",
"kube-system",
"node-2",
"Nanjing_4_10",
"100.100.4.10",
"5441717e39309f2a5de057€97d408233",
"openstack",
"eks-managed.rules",
"etcd",
"warning"

"Etcd disk fsync duration is too long",
"$ & node-2:10.10.1.5 Etcd#BWALES ISR AT
K, HETIOMEAE, FLI0oHEE, ",
"node-2:10.10.1.5 - Etcd disk WAL fsync
duration is too long and disk IO performance is insufficient, and this
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situation continues for 10 minutes.",
"histogram_quantile(0.99,
rate(ecms_etcd_disk_wal_fsync_duration_seconds_bucket[5m])) * 1000",
"<node_name> fsync duration",
"B ARBNRGRFIRMES, #iTREHE, ",
"Please contact your software service

provider for problem checking.",

"F 4 node-2:10.10.1.5 Etcd#BWALESIFENENS K, #
BIOMEERE, HEI99%AIIFLLETEA394ms, ",

"node-2:10.10.1.5 - Etcd disk WAL fsync
duration is too long and disk IO performance is insufficient. The current
99th percentile fsync durations are 394ms.",

"'250,yellow, dashed, Too Long",

"pg"

"2024-03-12T03:29:20.8128219597",
"2024-03-12T10:57:20.812821959Z2",
"http://ecms.web.ntih117j.easystack.io/graph?
g0.expr=histogram_quantile%280.99%2C+rate%28ecms_etcd_disk_wal_fsync_duratio
n_seconds_bucket%5B5m%5D%29%29+%2A+1000+%3E+250\u002690. tab=1",
"8063c8d1127089ad"

"Etcd#MEZRLSFLENEETK",
"d6e557c8abe593ee4226930dad94403d"

{
"Etcd@ BRI S FEFEI K",
"platform",

"EasyStack",

"OpfyBj54wvGtKgVve",
"metrics",
"d6e557c8abe593e€e4226930dad94403d",

"etcd",
"kube-system",
"Nanjing_4_10",

"100.100.4.10",
"5441717e39309f2a5de057€97d408233",
"openstack",

"eks-managed.rules",
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llethll,
"warning"

{

"Etcd disk fsync duration is too long",

"histogram_quantile(0.99,

rate(ecms_etcd _disk wal fsync_duration_seconds_bucket[5m])) * 1000",
"<node_name> fsync duration",
"BERAGHNRGRSRME, #iTREHE, ",
"Please contact your software service provider for
problem checking.",
"250,yellow, dashed, Too Long",
g

"http://alertmanager-ecms-1:9093",
g
"{}/{}/{group_id=\"d6e557c8abe593ee4226930dad94403d\"}:
{alertname=\"Etcd# BRI FHFLENEITE\",
group_id=\"d6e557c8abe593e€e4226930dad94403d\"}",
: 0
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Bif#ke: 400-100-3070
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AT R R 102 SR X 23 S M4 X AL A — 2 2R M) 120-123
[ET s /NI

IABRERTNES XK KE168S5HH 6 b BHR—#7FE101

igoffice:

s X AR P I3365 48 X B 22142204

RER A E):

RETEHXXFRA168SE N RFRATWEG02

HIEER

contact@easystack.cn (W $551)
partners@easystack.cn(&1EK &)
marketing@easystack.cn (F1%&1E)
training@easystack.cn (3Z3)I1’&if))
hr@easystack.cn ({BE£&36)
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